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· The project of accessing hotels in Georgia:
· A list of best hotels in Georgia was prepared.
· A list of the hotels chosen by the Iranian tourists was prepared.
· A list of the best and most popular hotels in Georgia according to the bookings of Iranians was prepared.
· The websites of those hotels were tested for infiltration. (Obviously, the room reservations for most of them is through different booking websites)
· Most of the hotels in Georgia are using 2 booking sites, BOOKING.COM and AGONDA, that we cannot infiltrate them.


· Afterwards, we proceeded with the social engineering in different ways:
1. Corresponding with the hotel reception for making a reservation in order to contaminate them by sending them contaminated documents.
a) In some cases, we succeeded to contaminate the hotel systems.
b) In some other cases, the receptionists said that they could not receive files (they were instructed).
c) In most cases, they downloaded our contaminated files, and in some cases, the anti-virus of the victim, identified our contaminated files.
2. Correspondence and conversation with one of the BOOKING websites for signing a contract.
a) First, we corresponded with the booking website for signing a contract. 
b) Then we spoke with one of their sale persons.
c) Then, the sale person presented to us their panel online for half an hour. 
d) Then we liked it and they sent us the contract.
e) We filled the contract and signed it.
f) But since the contamination took several weeks, we could not do the job.
3. Planning the program and the phishing page of the site BOOKING.COM
a) After checking several hotels, we found out that many of the hotels use BOOKING.COM
b) We checked the site BOOKING.COM and we found out that it does not have windows software.
c) We planned a Windows software
d) We bought a URL similar to it, but namecheep blocked it since it was too similar to the main URL.
e) Now we are working on getting a new URL that is similar to booking.com from another place so we can continue the work.
